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Smart Business: State-of-the-Art Confidentiality Agreements

Hed: Keeping Secrets

Deck: Companies and courts are grappling with how to protect confidential corporate information

Summary: In today’s fast-paced information economy, smart companies have to draft confidentiality agreements that won't become out of date.

Pull Quote: "The law in this area is continually changing. Agreements from two or three years ago may not be valid now."-- Alex Maultsby, attorney, Smith Helms Mulliss & Moore

"You know my methods. Apply them."

Sir Arthur Conan Doyle wrote this in 1890, but it relates more than ever to today’s workplace, where applying new ideas and methods is the key to business success. "More and more, company assets are based on information and code, not on inventory you can lock in a safe," says Chanley Howell, a partner with Foley & Lardner in Tampa, Fla., who specializes in technology law. Also more than ever, employees have intricate knowledge of what is driving a company’s success.

Confidentiality agreements ‑‑ formal contracts that require employees not to disclose trade secrets and critical business information such as customer lists, marketing strategies, product development ideas or pricing details – have traditionally been the way companies keep a lid on their most sensitive information.

But how do you protect secret information in a digital economy where employees are on the move? The speed of today’s economy is creating new challenges for employers to keep their confidentiality agreements current. "The law in this area is continually changing. Agreements from two or three years ago may not be valid now," says Alex Maultsby, a partner with Smith Helms Mulliss & Moore in Greensboro, N.C. 

Creating a state-of-the-art confidentiality agreement can be done. Here's how.

Secrets in the Cyber Age

Given today’s employee mobility, technology companies are increasingly relying on "non-compete" agreements that stop employees from working for a competitor or starting their own business for a year or two after they leave. Maultsby says that companies are more proactive about enforcing these agreements in court and that there's been a tremendous increase in the last four years. 

But how do you define geography in the age of telecommuting, when it seems silly to say that an employee can’t work for a competitor within a 100-mile radius? How do you enforce lengthy non-compete restrictions given that technology changes daily? After all, what an ex-employee knows today will be ancient information in a year or two. 

This thinking played a part in the November 1999 Earthweb v. Schlack decision, where a New York court ruled that in today's economy, not allowing an ex-management employee to work for one year was too long. Maultsby now encourages companies to restrict non-competes to six months at most. "We advise our clients to use the shortest time limitations possible," he says.

He also urges small employers not to use overly broad non-compete agreements. "They are trying to cover every possible scenario, and an agreement becomes unenforceable," says Edward Rankin, founder and CEO of human resources outsourcing firm People Solutions in Dallas. "You have to be reasonable. You can’t say that an employee can’t work for another competitor forever. A court will find it invalid." Another effect of such broad agreements, Rankin says, is that savvy techies are refusing to sign, especially if the company gets a reputation for litigation.

All but four states have adopted some version of the Uniform Trade Secrets Act (UTSA), a set of guidelines defining what constitutes a trade secret, such as source codes or formulas, as well as what constitutes "misappropriation," or theft, of these secrets. States can adopt the UTSA verbatim or with modifications. Once adopted, it becomes state law. 

With confidentiality battles based on differing state trade secret laws and courts trying to keep pace with technological change, precedents are unclear at best. "Courts are all over the place on the issue," says attorney Arnold Peter, counsel to a variety of entertainment, Internet, new media and hospitality clients with the Los Angeles office of Littler Mendelson. "Each state is trying to work out the legal principles and there are inconsistencies."

Can You Keep This to Yourself?

The hottest legal trend in this area revolves around the "inevitable disclosure" doctrine, says Robert Holtzman, a labor and employment attorney with Kramer Levin Naftalis & Frankel in New York. Employers use this doctrine to justify tough restrictions on former employees by arguing that the employee’s new job will "inevitably" require him or her to divulge the trade secrets protected under the confidentiality agreement. 

Arguing inevitable disclosure worked for Procter & Gamble last September, when the company convinced the Ohio Supreme Court to overturn a lower court decision in favor of Paul Stoneham, a former senior-level international marketing manager. 

Stoneham, who had detailed knowledge of the company’s market research results, financial data and product development, wanted to take a marketing job with competitor Alberto-Culver International. P&G presented evidence that Stoneham's knowledge of its confidential information and trade secrets created a substantial probability he would give his new employer this information. The court ruled this put P&G's trade secrets at risk under the inevitable disclosure rule, and Stoneham was stopped from taking the new job.

The advantage of the "inevitable disclosure" doctrine is that it gives an employer a chance to stop an ex-employee from going to a competitor even when the employee never signed a non-compete agreement. But the scope of the doctrine is in flux, and it is no substitute for having a good confidentiality agreement in the first place.

Moreover, courts are leery of issuing heavy-handed injunctions against employees that keep them from earning a living without a lot of concrete evidence. Judges are more comfortable determining if your confidentiality process is reasonable than trying to ascertain the "inevitability" that an ex-employee will share secrets. The burden of proof is on the employer, and it can be hard for companies without well-crafted legal arguments to prove that an ex-employee is such a risk that he or she should be prohibited from taking a new job. "Certainly in less than half of the cases is the employer going to be able to prove (inevitable disclosure)," Maultsby says.

Some states have already restricted the scope of inevitable disclosure doctrine. Last April, the California Supreme Court "depublished" a 1999 case, Electro Optical Industries, Inc. v. White, which ruled that the former employer could stop an ex-employee from performing certain job duties for a competitor when sharing of trade secrets was "likely to result." Depublishing the Electro case means it can't be used as a precedent, and it leaves the "inevitable disclosure" issue wide open to interpretation in California – an employee-friendly state where employers can enforce non-competes only in very limited circumstances.

State-of-the-Art Confidentiality

No matter where you are, nondisclosure agreements should be written with an eye to the new economy. In general, confidentiality and non-compete agreements shouldn't be overly broad. For example, instead of inhibiting an ex-employee from working for "the competition," define a core group of specific competitors and positions within those companies. Lessen time restrictions on non-competes to two to six months. Finally, consider global restrictions, addressing a handful of specific international companies and locations. The more reasonable you are toward employees, the more enforceable your agreements will be.

A smart, state-of-the-art confidentiality agreement:

* Covers all technology use and protects against third parties, including customers and investors. Protecting proprietary information internally strengthens your case against an ex-employee.

* Realizes that the Internet is changing geographical boundaries. Restricting ex-employees from working for competitors within a 100-mile radius won’t work in the age of telecommuting. Consider global restrictions.

* Makes sure that confidentiality and non-compete agreements aren’t too general. Define the competition in detail. Courts tend to protect employers who are very specific in their restrictions.

* Places a shorter time period on non-competes, a few months instead of a few years. Today's knowledge may be antiquated after just a few months. More reasonable time restrictions attract employees ‑‑ and are also more enforceable in court. 

* Includes sending a strongly worded letter to remind former employees of confidentiality obligations. You’ll be able to demonstrate in court that the employee knew what was expected.

In the Internet age, courts are debating geographical limitations while creating laws that reflect both employee mobility and protection of proprietary information. "The trend will be toward more judicial restriction on the disclosure of confidential information and less on general competition," Maultsby says. "Courts are likely to relax rules on the freedom of employees to move."
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